NHO®OPMALIMOHHASA TAMATKA
JJIAA OBYYAIOIIUXCA 1J1A PASMEINEHUSA
HA O®PUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaXABIM TOJOM MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIBbIIE, a MIKOJIBHUKHU OJHU U3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeM, NMOMHUMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT M MpoOJieMbl. DTa MaMsTKa JOJDKHA IOMOYb Tebe 0e301acHo
HaXOJ/IUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIIBIOTEpHBIN BUPYC - 9TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOrPAMM, OTIUYHUTEIBHON
O0COOCHHOCTBIO KOTOPOH SBISIETCS CIIOCOOHOCTh K PAa3MHOXKEHHIO. B nomonHeHne k 3Tomy,
BUPYCbl MOTYT IOBPEAMTb MJM IIOJIHOCTBIO YHUYTOXUTb Bce (ailibl M JaHHBIE,
HOJKOHTPOJIBbHBIE MOJIB30BATENI0, OT UMEHHM KOTOPOro OblIa 3aIlylieHa 3apaXkeHHas [IporpaMma,
a TaKXe MOBPEeIUTh WIM Jla)Ke YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
nesnoM. B GonbIMHCTBE cilyyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

Mertoasl 32Tl OT BPEJOHOCHBIX IIPOTPAMM:

1. Mcnonb3yii COBpPEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, UMEIOUINE CEPHE3HBI YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrossHHO ycTaHaBnMBaif mautu (UUQPOBBIE 3aIUIATKHU, KOTOPHIE aBTOMATHYECKU
YCTAHABJIMBAIOTCS C IENbI0 JTO0pabOTKM MporpamMMbl) M JpPYrHe OOHOBJICHUS CBOEH
ornepanrnoHHOM cuctembl. CkaunBail X TOJBKO ¢ opUIMATIbHOrO caiita pa3padorunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKJIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIbIOTEpE IOJ IPaBaMU I0Jb30BATEINSA, a HE aJMUHHUCTPATOpA.
OTO HE MO03BOJMUT OOJNBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCSI HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBHUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NUYECKUI TOCTYN K KOMIBIOTEPY 71l TOCTOPOHHUX JIULL;

6. Vcnonp3yil BHEIIHWE HOCUTENN MHpOpPMAlUH, Takhe Kak (hielka, AUCK Ui ¢ailn u3
WHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEpHBIE (Daiiiibl, MOTyUYEeHHbIE U3 HEHAIS)KHBIX UCTOUHUKOB. [{axe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIN. Jlyullle yTo4HM y HETro, OTIPaBJISI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 370 He Bu/ Mepeaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepnanickas koMmmnaHus 3apeructpupoBasa O6penn "WECA", uto o603Havasno
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "OecrpoBoiHast TOYHOCTH .

Jlo Hamiero BpeMeHM Jolula Jpyras abOpeBuarypa, KOTOpas SBJISETCS TakoW ke
TexHoyiorueit. Ito abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO TaHO C HAMEKOM Ha CTaHAApPT
BhIcuIel 3ByKkoBoi TexHUKH Hi-Fi, uTo B mepeBoie 03Ha4yaeT "BbICOKasi TOYHOCTH'.

Ha, GecrimaTHBIH MHTEPHET-IOCTYN B Kade, OTeNsAX U a’ponopTrax SBISETCS OTIWYHON
BO3MOXKHOCTBIO BbIX0/1a B MHTepHET. Ho MHOTHE AKCHepTHl CUMTAIOT, YTO 001Ie10cTynHble Wi-
Fi cetu He sBNst0TCSA G€30MACHBIMHU.

CogeTbl 110 O€30MacHOCTH pabOTHI B 00LIETOCTYIHBIX ceTsix Wi-fi:

1. He mepenmaBaii cBoro nWuyHyH HH(popManuio dYepe3 odOmemoctynueie Wi-Fi cern.
Paboras B HuX, )KenaTeabHO HE BBOAUTH MAPOJIH JOCTYIA, JOTHHBI U KaKHe-TO HOMEpa;

2. Ucnonb3yii u OOHOBISAN aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. TeM caMbIM Tbl
o0e3omacuib ceds 0T 3aKaYKU BHUpPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢ynkuuio "OOwmuit poctyn k Qaitnam u
npuntepam". JlaHHas (yHKIMS 3aKphiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpbIE MOJIb30BATEIH



aKTHUBUPYIOT €€ JJIs y00CTBa UCIOJIb30BaHUs B paboTe UiIu y4eoe;

4. He ucnonb3yit myonuunbsiii WI-FI mns mepenaunm nUYHBIX JAHHBIX, HampuMmep A
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yil Tonpko 3ammiieHHoe coenuHenue yepe3 HTTPS, a me HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gpynkuuio "lloakmouenne k Wi-Fi aBTomatnuecku".
He nomyckait aBToMaTH4eCcKOro MOIKJIFOYeHHS ycTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

CoumnajnHble ceTH

ConuanbHble CeTH aKTUBHO BXOJST B HAIly JKU3Hb, MHOTHUE JIIOJM pabOTalOT U KUBYT Tam
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MIULIHApP] YEIOBEK, YTO SIBJISICTCS OJHOMN
CelbMOM BCEX KHUTeNed IIaHeThl. MHOTHe MOJb30BaTed HE MOHUMAIOT, YTO HHGopMaius,
pa3MeIIeHHAss UMU B COIMAIIbHBIX CETSIX, MOXKET OBITh HaliJIeHa U MCIOJIh30BaHA KEM yrOJIHO, B
TOM YHUCJIE€ HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 0€30MIaCHOCTH B COIMAIBHBIX CETAX:

1. Orpannub cnucok napy3eil. Y TeOsi B JAPY3bsiX HE JOHKHO OBITh CIIy4alHBIX H
HE3HAKOMBIX JTIOJICH;

2. 3ammmail cBOO 4acTHYIO *kHu3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKICHUS U APYTyIO JTUYHYI0 WHGOpMaInio. 3J0YMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JaxKe
WH(OpPMAIKIO O TOM, KaK Thl ¥ TBOM POJAUTEINHN TUIAHUPYETE IPOBECTH KAHUKYIIBI,

3. 3amumniail cBOIO pemyTaluio - JIepKU €e B YUCTOTE U 3ajaBail cebe BOIpoc: XOTen Obl
ThI, YTOOBI JIPYTUE MMOJTH30BATEIN BUICIH, YTO ThI 3arpyxkaems? [logymai, mpexiae 4eM 4To-To
OIMyOJIMKOBATh, HAMKMCATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPUIIB C JIIOJIbMU, KOTOPBIX HE 3HACIIb, HE HCIOJb3yl CBOE PealbHOEC UMS
U IPYTyI0 JTUYHYIO0 HH(DOpMALIUU: UMS, MECTO )KUTEIbCTBA, MECTO Y4eObl U MPOYEe;

5. N36eraii pasmeniennst potorpaduii B UHTEepHETE, T/Ie TH N300pa)KeH HA MECTHOCTH, I10
KOTOPOM MO>KHO OIPENETUTH TBOE MECTOMOIOKEHHUE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOIMMO HCIIOJIb30BATH CIIOXKHbBIE MAPOJIH,
cocrosue U3 OykB ¥ IUQp U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. Jns comuanbHOM CETH, MOYTHI U JIPYTUX CAUTOB HEOOXOJMMO HCIIOJIH30BATh pPa3HBIC
naponu. Torga eciau Te0s B3IOMAIOT, TO 3JIOYMBIIIIEHHUKY TOTy4YaT JOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbBbIE IeHbI'H

DONEeKTPOHHBIE JEHBIU - ATO OUYEHb YJOOHBIN CIOCOO IUIaTeX ek, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DONEeKTPOHHbIE JEHbIYM MOSBHIMCH COBCEM HEAABHO M MMEHHO M3-32 3TOIO0 BO MHOIHMX
rocyapcTBax O CUX IOP HE MPOIMCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, /1€ UX Pa3JIEIsIIOT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HMIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MPOBOAUTH oOmnepanuud 0e3 uIeHTU(UKALWK [0Jb30BaTeNs, a B
HEaHOHMMHBIX MJIEHTH(UKALINS T0JIb30BATENS ABISETCS 0053aTENbHOM.

Taxxe crnenyer pa3nnyaTrh SJIEKTPOHHBbIE (PHATHBIE AEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYAapCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 0€301MacHOM paboTe C INEKTPOHHBIMU JI€HbIaMHU:

1. TlpuBspku K cueTy MOOMIIBHBIN TenedoH. DTO caMblii yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAaHOBUTBH JOCTYHn K cueTy. l[lpuBs3aHHBI TenedoH IOMOXKET, eciu 3al0ynemnib CBOM
IUTATEXKHBINA NTApOJIb UIIU 3aiCIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Vcnonw3yii ogHOpa3zoBbie napoiu. [locie mepexoia Ha yCHICGHHYIO aBTOPH3AINIO TeOe
y’Ke He OyZeT yrpokaTh OMACHOCTh KpakKy WJIM TIepexBaTa IJIaTeXHOTo MapoJs;

3. Boibepu cnoxHblif maposb. [IpectynHukam OyaeT He IPOCTO yraaaTh CIOXKHBINA MapoJb.
Hanexnsle maponu - 3TO mapoJid, KOTOpbIe COJepkKaT HE MEHee 8 3HAKOB U BKIIOYAIOT B ceOs



CTPOYHBIC U TIPOMHCHBIC OYKBBI, ITU(PHI U HECKOJHKO CHMBOJIOB, TaKHME€ KakK 3HAK J0JUIapa,
(yHTa, BOCKJIMIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;
4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSEIIb.

JJIeKTPOHHAS MMOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEJOCTABISIEMBIE €10 YCIYTU MO MEPECBUIKE U
MOJYYECHUIO DJIEKTPOHHBIX COOOLICHHN, KOTOpPBIE PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OO6b1yHO 3JIEKTPOHHBIN MIOYTOBBIN SIILUAK BBITJISIAT CJIeIYIOLIUM oOpa3zom:
UMs_TIONIb30BATEeII(@KUMsL_JOMEeHa. Takke KpoMme IepeJadyd IpOCTOro TEeKCTa, HMeEeTcs
BO3MOXKHOCTh MepeaaBaTh (paiibl.

OcHOBHBIE COBETHI 110 06€301acHO paboTe ¢ IMEKTPOHHOU TTOUYTOM:

1. Hamo BeIOpaTh NpaBUIIBHBIA MOYTOBBIA CEPBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle JTOBEPATH TE€M, KOTO 3HACIIb U KTO IEPBBINA B
pEUTHHTE;

2. He yka3pIBail B NMYHOM moYTe JNUYHYI0 MHpOpmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKabHbIN _(panat@" unum "pokx2013" Bmecto "temal3";

3. Hcnonb3yil JBYX3TAHYIO aBTOPU3ALMIO. JTO KOrJa MOMUMO MApoJisi HY’)KHO BBOJIUTH
KO/, IpUChLIaeMbIi 1o SMS;

4. BoiObepu cioxHbIA maponb. s KakIoro IMOYTOBOTO SIIHMKA JOJKEH OBbITh CBOM
HaJICKHBIH, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTh BO3MOXKHOCTh HANMCATh CaMOMY CBOW JIMYHBIM BOIPOC, UCIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Hcnonp3yll HECKOJNBKO IOYTOBBIX SIIMKOB. [lepBbIl AJi1 4YacTHOM MEpPENuCKU C
azjpecaTamMH, KOTOPBIM Thl JOBEpsElLIb. DTO 3JIEKTPOHHBIM aJpec HE HAJ0 HCIIOJb30BaTh IPU
peructpanuu Ha popymax U caTax;

7. He oTkpbIBaii (haiiiibl U IpyTHE BIOKCHUS B MHUChMaX, Ja)K€ €CJIM OHU IPUIIUTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIH JIU OHU TeOe 3T (aiiibi;

8. Ilocne okoHuaHus pabOTHI HA ITOYTOBOM CEPBHCE IEPE]l 3aKPhITUEM BKJIAJKU C CaliTOM
He 3a0y/p HakaTh Ha "BeriiT".

Ku0epOyJIMHT MM BUPTYaJIbHOE H3/1€BATEJIHLCTBO

KubepOynnuHr - npecieoBaHue COOOLICHUSAMH, COJIEPKAIUMH OCKOPOJIEHUs, arpeccHIo,
3alyruBaHue; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTHpPOBaHHE C MOMOUIbIO Pa3IMUHBIX MHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 O0pbOE ¢ KNOEPOYIIMHIOM:

1. He 6pocaiics B 60ii. Jlyummmii crmoco6: mocoBeToBaThCs Kak cedst BECTU U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTuTbCsi, TO BHauaje YCHOKOMTbCS. Eciaum Tbl HayHellb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle 0OJIbIle pa30XiKellb KOH(IUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTH B ceTd MHHUMas. CyIIecTBYIOT CHOCOObI BBIICHHTb, KTO CTOMT 3a
AQHOHMMHBIM aKKayHTOM;

4. He CTOUT BeCTH XYJIUTaHCKUH 00pa3 BUPTYalbHOH ku3HU. VIHTEpHET (puKCUpyeT Bce
TBOM JIEUCTBUSA U COXPAHSAET UX. Y AANUTh UX OyAeT KpaliHe 3aTpyAHUTEILHO;

5. CoGurosait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OIHOPA30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIMATBHBIX
CeTSAX €CTh BO3MOXHOCTh OJIOKUPOBKHU OTIPABKU COOOILICHUI C ONPEETICHHbIX a/IpECOB;

8. Ecim Tl cBuzmerens kuOepOysuiuHra. TBOM  JEMCTBHS: BBICTYNUTb MPOTHB
IIpeciIeioBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHS OLEHUBAIOTCA HETaTUBHO, MOAJEPKATh
JKEPTBY, KOTOPOM HYXKHA IICUXOJOrHYecKass IIOMOIlb, COOOLIUTH B3pOCIbIM O (¢akrTe
arpecCUBHOIO IOBEJEHUS B CETH.



MoOunbHbIi TesiedoH

CoBpemenHbIe cMapT(OHBI U TUIAHIIETHI COAEPXKAT B ceOe BIOJIHE B3pOCIbIN (DyHKIIMOHAT,
U Ternepb OHM MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMH KOoMIbloTepaMu. OJHaKO, CPEICTB
3alUTHI U1l TOJOOHBIX YCTPOMCTB MOKa OY€Hb Mayo. TecTMpoBaHWE U MOUCK YS3BUMOCTEH B
HUX TPOHMCXOJUT HE TaK MHTCHCUBHO, Kak jis [IK, To ke camoe kacaercs U MOOMIIBHBIX
IIPUIIOKEHUN.

CoBpeMeHHBIE MOOMJIBHBIE Opay3epbl yXKe MPaKTHYECKH JIOTHAIM HACTOJILHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIeYeT 3a €000 OONBIIYI0 CIIOKHOCTh W MEHBIIYIO
3alIUIICHHOCTb.

Jlaneko He BCE MPOM3BOAUTENM BBITYCKAIOT OOHOBIICHHS, 3aKPBIBAIOLINE KPUTHYECKUE
YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesiehoHa:

Hudero He siBisieTcss mo-HacTosimeMy OecIulaTHBIM. bynb ocToposkeH, Benb Korma Tebe
npeiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Jymaii, mpexxae yeM otnpaButb SMS, doto umm Buaeo. Tl TOYHO 3HACHIB, TJ€ OHH OYAYT
B KOHEYHOM UTOTE?

Heo6xo0auMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Vcnonp3yii aHTUBUPYCHBIE IPOTPAMMBbI JIJISI MOOHMJIBHBIX TENIC(OHOB;

He 3arpyxaii mpuaoXeHHS OT HEH3BECTHOTO HMCTOYHHUKA, BElb OHH MOTYT COJEPKaTh
BPEIOHOCHOE MPOrPaMMHOE 00eCIIeUeHUE;

[locne Toro kak Thl BBIMJEIIb C caiiTa, r€ BBOAWJ JIMYHYIO HHpOpMAIMIO, 3aiau B
HACTpOIiku Opaysepa u ynanu cookies;

[leprnonnvecku npoBepsii, KaKUe IIaTHBIC YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBO¥ HOMEp MOOMJIBHOTO Tele()OHA TOJBKO JIFOJSM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpSICIIIb;

Bluetooth nomkeH ObITh BBIKJIFOYEH, KOT/Ia Thl UM HE TOJb3yelibes. He 3a0biBail mHOTIA
IPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - O3TO KpPAacOUHbIe, 3aXBaTHIBAIOLUE pa3BICUYCHUS,
00BEIMHSAIONINE COTHU THICSY YEJIOBEK MO BCceMy MHUpY. MIpoKu McCCIeayroT AaHHBIA UM MUp,
00LIal0TCs IPYT C IPYrOM, BBIMOJHSIOT 3aJaHUsl, CPaKatoTCs ¢ MOHCTPaMH M IOJIY4alOT OIBIT.
3a yJOBOJICTBHE OHHU IJIATAT: MOKYMAlOT JIUCK, OIJIAYMBAIOT a0OHEMEHT MM MpHOOpeTaroT
KAaKHe-TO OIIIHH.

Bce st cpeacrBa MIyT Ha NOLACPKAHME W pPa3BUTHE WUIPBI, a TAKXKE Ha camy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl AaBTOPH3ALMH, BBIMYCKAIOTCS HOBBIE MaT4u
(un¢poBbIe 3aIIATKU AJIS IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1nonoOHBIX Urpax CTOMT omacaTrbcsi HE CTOJIBKO CBOMX COIEPHHUKOB, CKOJIBKO KpaykKu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3aLMK OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Eciin npyroii urpok BeneT cedsl MII0XO MM CO3/1aeT TeOe HEeNPHUATHOCTH, 3a0JIOKUPYH
€ro B CIIUCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM MIPbl HA IUIOXOE MOBEAEHUE ITOIO UTPOKa, XKEJIATEIBHO
MIPUJIOKUTh KAKUE-TO TOKA3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii TMYHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uIagIbHble MaTYH U MOJBI;

6. Mcrionp3y# CIOXKHBIE M pa3HbIe MTAPOJIH;

7. Jlaxke BO BpeMs WUIPbl HE CTOMUT OTKJIHOYAaThb aHTUBHUpYyC. IIoka Tel Wrpaeumb, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.



OUIIMHT WIN Kpaka JUYHBIX JaHHBbIX

OOBIUHON Kpake JeHer W JOKYMEHTOB CErOJHA YK€ HHUKOrO HE YJIWBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTUN 3JIOYMBIIIJIEHHUKH TEPEMECTWINCh B HMHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS " TFIOOUMBIM" J1EJIOM.

Tak mosiBHIIaCh HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WIHM (DUIIMHT, TJIaBHAs IEhb
KOTOPOTO COCTOUT B MOJNYyYEHUU KOHOPUACHUMAIBHBIX JIaHHBIX IOJb30BATE]CH - JOTMHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummnar (ot fishing - peiOHas yoBis,
password - mapoJib).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecnu Thl mofo3peBaeliib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKMPOBATH €€ M COOOIIUTH aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO
CKopee;

2. Wcnonw3yit OGe3omacHbie BeO-CaliThl, B TOM YHCJIE, HHTCPHET-MAra3uHOB U TMMOUCKOBBIX
CUCTEM;

3. VMcnonp3yii CIIOKHBIE W pa3Hble mapond. Takum oOpa3om, eciii TeOs B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOJIYyYaT JOCTYM TOJIBKO K OJHOMY TBOEMY MPO(HIIIO B CETH, a HE KO BCEM,;

4. Ecnu Tebst B3moMald, TO HE0OX0IMMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPbHIE
n00aBIeHBI Y TEOSI B IPY3bsIX, O TOM, UYTO TeOS B3JIOMAIN U, BO3MOXKHO, OT TBOET'O HMEHHU OyeT
pacchuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBLIE CAlTHI,

5. YcranoBu HazgexHbi napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbIBaii (haiiiiel U IpyTHE BIOKCHUS B MHUChMaX, Ja)Ke €CJIM OHU IPUIIUTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (ailibl.

Mu¢posas penyrauus

[Mudposas penyranust - 3TO HeraTHUBHas WM MO3UTHBHAs HMH(poOpMalMs B ceTH o Tebe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbE3HbIM 00pa3oM
OTpa3uThbcsi Ha TBOeW peanbHON ku3HU. "Lludposas pemyramus” - 370 TBOW UMUK, KOTOPBIH
bopmupyercs u3 uHGopMauu o TeOe B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHNE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue MmoJpoCTKH JIETKOMBICIEHHO OTHOCSTCA K MyOJMKAalUW JIMYHOH MHpOpMaLuu B
HNHTrepHeTe, HE TOHMMAas BO3MOXKHBIX MOCIEACTBUU. ThI 1ake HE CMOXKEIIb J0rafarbCs O TOM,
4To (poTorpadus, pazmelieHHas 5 JeT Ha3al, cTaja IPUUYMHON OTKa3a MPUHATH Te0s Ha paboTy.

KommMmenTapuu, pasmenienue tBoux ¢otorpaduii 1 gpyrue AeMcTBUs MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTOo, KaK Thl UX YAaJauIb. Thl HE 3Haellb, KTO COXpaHU 3Ty WH(OpMaIHIO, IoTaia
JU OHA B IOMCKOBBIE CHCTEMbl M COXpPaHWJACh JIM OHA, a TJIABHOE: YTO MOAYyMaloT o Tebe
OKpY’KalollMe JIOAHU, KOTOpble HAlIyT U yBUAAT 3To. Hailtu nH(popmaimio MHOTo JeT CIoycTs
CMOJXET JII000HM - Kak M3 J0OphIX MOOYKIEHHH, TaK U C HaMEPEHHEM NPUYMHUTH Bpea. DTO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON pPEIyTaALIUH:

1. Tlogymaii, mpexae yeM 4TOo-TO MyOJMKOBaTh M MepefaBaTh y ceOs B Oiore Wid B
COLIMAJIbHOM CETH;

2. B nacrpoiikax npoduis ycTaHOBUM OTPaHUYEHHUsI HA MPOCMOTP TBOETO MPO(UISL U €ro
COJIEPKUMOTO, C/IeJIall €ro TOJIBKO "I Apy3en’;

3. He pa3memiaii u He yka3biBail MH(pOpMAIHIO, KOTOpas MOXET KOro-i1ubo OCKOpOIsATh
WM OOMXKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE MKOJBHHUKHU - aKTUBHBIE MMOJIB30BaTeNn IU(poBOTO mpocTpancTBa. OMHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMH BO3MOXHOCTSIMHU HU(GPOBOrO Mupa Tpedyer



COOJTIOICHMSI TIPAaB Ha MHTEIJIEKTYAIbHYI0O COOCTBEHHOCTD.

Tepmun "HHTENIEKTyalbHas COOCTBEHHOCTH" OTHOCHTCS K Pa3IUYHBIM TBOPEHUAM
YEJI0BEUECKOro yMa, HauMHasi ¢ HOBBIX M300pPETEHUN M 3HAKOB, 0003HAYAIOIMIUX COOCTBEHHOCTh
HA TMPOIYKTHl W YyCIyrd, W 3aKaHyuBas KHUTaMu, (ororpadusmu, KUHODUIBMAMH U
MY3BIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHME TIpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJIbHYI0O COOCTBEHHOCTh HA MPOM3BEACHUS
HAYyKH, JIUTEPATYpPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BHICTYMAIOT B KaUe€CTBE rapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HEe OyJIeT HampacHBIM, JacT €My CIIpaBeIJIHBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAad, NOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 paspermieHust aBTopa He MOKET BOCHPOHU3BOIUTH €TI0 POU3BEICHUE, PACTIPOCTPAHSATD,
nyOJIMYHO JIEMOHCTPUPOBATH, MPOAABaTh, WMIIOPTUPOBATH, MYCKAaTh B MPOKaT, MyOJIMYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATD B A(Hpe Wi pazmeniaTs B IHTepHeTe.

Hcnonw3oBanue "mupaTckoro” MporpaMMHOTO 00€CIIeUeHUsST MOXKET MPUBECTH K MHOTHM
pUCKaM: OT IOTEPU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBA, Te
yCTaHOBJICHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETajbHbIE
U OecrIaTHBIE IPOTPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.

O nopraJie

CereBuyok.p) - TBOUM TJIaBHBIII COBETUYMK B CETU. 3J€Chb Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM S3BIKOM, @ TIPH BO3HUKHOBEHUM KPUTHYECKOU
CUTyaluu oOpaTHThCS 32 COBETOM. A TakKe MPHUHITH Y4acTHE B KOHKYPCax U CTaTb CaMbIM
M (PPOBBIM TpaxaaHUHOM!



